Table 3 The total number of defects in
the software product
a
p 3 H 0.1 0.05
1 42 105 189 399
0.5 240 600 1080 2280
0.25 3636 9090 16362 34542

The average of the total number of defects in the software
product is presented in Table 3 for different values of a and
p. We assume that =0, ... 5, ie. the total number of
defects is calculated after level five. The figures in Table 3
are obtained from

5 5 b

Y Y -Elz) )
i=0 j=i @

In Table 3 it is seen how the total number of defects at level
five vary as a function of a and p. For example, it can be
seen that, if on average five faults are introduced at each
level (@ = 1) and the average spreading factor is equal to
four (p = 0.25), then we will obtain, on average, over 9000
defects in the product. It shall, however, be observed that
these figures are obtained without taking detection into
account. The model will be complemented with the possi-
bility of detection in Section 3.

The conclusions from this example are quite obvious and
perhaps not the most important result. The conclusions are
discussed in Section 5. Perhaps the most important aspects
of the example are the possibility of modelling the behav-
iour of fault spreading, and using different distributions and
parameters in the models. Finally, it should be noted that
the distributions and their parameters may depend on the
levels. In this case we might, for example, let p depend on
both the level of introduction (7) and the level of study (7),
and the parameter ¢ can be dependent on the level of intro-
duction (7). ’

3 Spreading and detection

The detection process is modelled by constant probabilities,
which are functions of the current level and the level of
fault introduction. The probabilities are, of course, assigned
values according to the effort that is put into the fault detec-
tion mechanism on each level. This gives us the chance to
study the impact of different parameters on the spreading
and detection process. The model can be used for arbitrary
distributions regarding the number of introduced faults on
any level, as well as the distribution of X; ;. The model
gives us the number of undetected faults when entering the
testing phase. It makes it possible to study and understand
the mechanism of fault spreading and detection. This is a
vital issue when trying to develop cost-effective systems.

It shall be observed that the stochastic behaviour of the
spreading model is used in the sense that different con-
fidence intervals can be calculated, and that these values
can be used to study different cases or outcomes from the
spreading model. Let Z ; denote the outcome from the
spreading model, then Z, ; can be set to the values obtained
when calculating the 90% confidence interval or the mean
value for example. In the formulas below, Z; ; will be used
for denoting the outcome and Z; ; will be substituted with
the mean value, ie. E[Z; ;| when the actual values are
inserted and for reason of simplicity in the cost model
present below. The detection model is in itself deterministic,
but based on the results from the stochastic spreading
model.

The detection probabilities are denoted by p; ; and
defined as the probability to detect one defect on level j
when the fault was introduced on level 7. This means that, if
the outcome is assumed to be Z, ;, then (1 — p, )%/ is the
probability that none of the Z; ; defects on level j, caused by
one fault on level 7, will be detected. This is equivalent to
the spreading of the fault continuing to level j + 1.

It shall be noted that, in reality, the detection process is
binary; either we detect a defect or we do not. If a defect is
found it is assumed that we track the fault and correct all
defects caused by that specific fault (see Fig. 2).

In Fig. 2 the fault is tracked by following the errors from
the detected defect to the fault which caused the malfunc-
tion. When the fault is corrected, we will go down the tree
structure and correct all defects caused by the fault.

level i i+1 1+2 i+3 its4
;4:1'
4 this defect
C— - =8~ i< Getected

Fig. 2 The removal of a fault and its defects
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The binary effect of detection is best seen by studying
the spreading mechanism and the probabilities that none of
the defects has been detected when we reach level ;. In par-
ticular, if we assume that the outcome is equal to E[Z; ], we
will obtain the mean number of defects on level f caused by
one fault from level 7, when we have introduced the possi-
bility of detection in the model.

We will study the probabilities that none of the defects
has been detected when we reach level j and the mean
number of defects remaining on level j (see example 2). It is
also possible to study all cases from the best to the worst,
where the worst, of course, is the result obtained in Section
2, i.e. no detection at all.

So far in this Section we have been concerned with the
detection of defects caused by one fault. This may be
extended to a study of the total number of defects in the
same way as discussed above.

Example 2

We assume that X; ; and A, belong to the same distribu-
tions as in example 1 and to this we add the assumption
that p, ; =c, where 0 <c¢ < 1. The latter assumption is
made here for reason of simplicity. Of course, the probabil-
ities for detection may depend on the levels and can be set
to realistic values according to the effort and techniques
used during different phases in the software lifecycle.

First, we will study the probability that none of the
defects will be detected for various different cases (see
Table 4). The values in the lower right part of the table
(indicated by ~0) are all less than 107 !° and are thus very
small, due to the fact that the chosen spreading factor is set
to 4 for all levels. In this example it is assumed that the
number of defects on a specific level, caused by one fault on
a higher level, is set to the mean. This can be compared
with the worst case, which was presented in example 1, i.e.
no detection at all.

This means that the probability that none of the defects
is detected on level j when the error was made on level
can be written as

Pi,j = (1 _ﬂi,j)Zi‘i (8)

where p; ; = ¢ and the outcome (Z; ;) is assumed to be equal
to E[Z, ;] which is obtained from example 1.

To calculate the number of remaining defects, it is neces-
sary to make the study one level at the time, because the
probability of detection will have an impact on the number
of defects remaining at the next level. Let us define Z ; as
the number of defects remaining to be spread to the next
level. The difference between this new definition and that
for Z, ; shall be observed. The latter shall still be inter-
preted as the number of defects on level j caused by a fault
from level 7. Eqns. 9 and 10 may clarify the relationships

ZAI'J = Pi,jZi,j ©

Z ;=X ;2 ;- (10)
The definition of P; ; is found above. The formulas can be
used to calculate the number of defects remaining at each
level for different cases. In particular, we can study the
mean values, assuming independence between the random
variables involved, for which an example is shown in Table
5.

The total number of defects is calculated in a similar
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Table 4 The probability that none of the

defects Is detected at level j
i
c 1 2 3 4 5
001  0.961 0.851 0.526 0.076 3x10°%
0.05 0815 0.440 0038 2x10-° ~0
0.1 0.656 0.185 0.001 ~0 ~0
0.3 0.240 0.003 ~0 ~0 ~0
0.5 0.062 2x10-° ~0 ~0 ~0

Table 5 The mean number of defects at

level j
i E1Z, ] Pii Ez, )
1 4 0.961 3.84
2 15.36 0.857 13.16
3 52.64 0.589 31.00
4 124.00 0.288 35.71
5 142,84 0.238 34.00

p=025andc =001

Table 6 The average number of defects

in the software product
a
P kY 3 0.1 0.05
1 41.6 104 187 385
0.5 213 533 959 2025
0.25 1272 3180 5724 12084

¢ =001

manner as in example 1, i.e. we use eqn. 8 and the results
from Table 5. The results presented in Table 6 can be com-
pared with those in Table 3. In Table 6 the average number
of defects in the software product when detection has been
introduced is presented, whereas Table 3 contained the
average number of defects in the software product without
having introduced the possibility of detection. We see that
the total number of defects has been lowered to about a
third in some cases due to the detection process; see, for
example, how the 9090 has been lowered to 3180. The
results also indicate how sensitive the total number of
defects are to the detection probabilities, especially when
there are many defects. Otherwise, they are very hard to
detect, and we have to have a higher probability to detect a
specific defect in order to lower the total number of defects
significantly.

The gain with early detection can easily be seen from the
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with the testing and operational phases, although this
would probably cost more effort than we would gain from
this approach.

It has, however, been shown here that it is possible to
estimate costs and probably optimise the release time in
order to minimise the total cost due to faults. The cost
model incorporates the aspects from the spreading and
detection model and ought to be a valuable tool when plan-
ning and controlling software projects.

The estimation of the total number of faults remaining
when the test phase starts, M,,(0), can be used in software
reliability models, for example [3, 12, 13]. This can be done,
since in many reliability models the initial number of faults
is a parameter. The reliability models are probably the ones
to be used for the functions f,, () and f;, ,(#). The problem
of determining which model to use will not be discussed
any further here. Criteria for choosing models are discussed
in References 14 and 15.

Example 3

This example will illustrate how the cost model can be used
for determining a time for optimal field entry. The problem
of optimal field entry is also discussed in References 16 and
17, although the effects of fault spreading and detection are
not taken into account. To determine an optimal time to
release the product, the total cost for fault removal will be
minimised.

In this example we will assume that p = 0.25, ¢ = 0.01
and a = 0.05. We also assume that the testing phase is level
number 6, ie. [ = 5. The costs K; ; shall be estimated or,
possibly better, be found in the data library of the company.

It is now possible to calculate C,, which is given by

cl = 'go E[AJ er E[Z. j]Kl',j (24)

where E[Z; ] is obtained from example 2 and E[A] =
b,/a; = bja =19.

This cost will, however, not be of interest when studying
the time for optimal field entry, since it is independent of
the release time ¢, .

We need to determine the parameters in C, and C; in
order to minimise the total cost. Some of them are obtained
from example 2, ie. the vector R and E[Z, ] fori =0, ..., 5.
R is given by

R=(ro,71,72,73,74,75)
= (0.63, 2.66, 9.22, 15.65, 18.26, 19.00) (25)

The sum of the elements in R should be compared with the
total number of faults introduced. The sum of R, which is
equal to M,,(0), is 65.42, whereas the total number of faults
introduced is Y ;- E[A;] =6 x 19 =114. The values of

Table 7 The extra costs due to late fault
detection
i
Extra
costs 0 1 2 3 4 5
Ciin 6 5 4 3 2 1
Ci ez 10 9 8 7 8 5
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E [Z,, ;] can also be written as a vector
E(Z) = (ElZ ) EZ, )}, ElZ, ) ElZ; )} ElZ,, )} EIZs )
=(33.95, 35.72, 31.00, 13.16, 3.84, 1) (26)

The costs are assumed to be found in the project param-
eters database of the company, ie. we have compared the
conditions for the project with earlier projects and obtained
the following estimates:

C, =50, C.;=10 and G, =100 @n

Ci 1+, and C; ., have also been found through earlier
experiences; let us assume that we have obtained them as
shown in Table 7.

For simplicity we assume here that f,, ,(f) = f;, () and
that the number of faults decreases according to an expo-
nential distribution, i.e.

fiai® = froaot) = exp™* (28)
where ¢ is a constant. This function is equal to how the
mean number of faults decreases according to two well
known software reliability models [12, 13]. although they
assume different distributions. If we determine ¢, it would
be possible to minimise the total cost and determine the
optimal time for field entry. Let us assume that we have
obtained ¢ from our database and that it has been assigned
the value 0.1.

We should minimise

Calt) = C, + Glt) + Ci(8) 29

where C,, C,(f) and C4(#) are obtained from egns. 21, 22 and
23, respectively.
If we let

E(Z,)
i=0E(Z 1]
then we should minimise
Ctat(tr) = Cl + Cf t, + Mror(o)(l - exP_w)
x Gy + M, (0) exp™®" G, (31)
The minimum value for this function is obtained for
1 C
t,=——1In (——L——> 32
6 "\ M 08(Grz — i) @

We have ¢ =01 C,=50, M,0) =7 o7 =06542
Gy, = 1467 and G,,, = 108.67. From these figures we
observe that the minimum value of the total cost is obtained
for f, = 25.1. This value means that we should test 251
time units and that the minimum value of the cost is
obtained when only 5.3 faults remain when the product is
released. The initial number of faults when the test phase
started was 65.42. Fig. 3 shows C,(#) — C, for different
probabilities of detection, c.

It can be seen in the Figure how the cost and optimal
time for field entry decrease, with higher detection probabil-
ities during the development phases. It shall be noted that
the total number of faults when the test phase starts is
lower for a higher ¢, but the remaining number of faults at
the optimal time for release is about the same for the three
cases. This is because the same costs have been assumed.

The actual values in the example are of little interest. The
important thing to point out is the necessity and importance
of adopting or adapting such a model to collect data from
projects and products and store them in a database and the

1
G,=C+ Y Co, (30)
=0
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possibilities this will give us to plan and control software
projects.

In the example we have seen how it would be possible to
estimate a time for optimal field entry based on the spread-
ing and detection during phases before the test phase and
time-dependent fault removal during testing and operation.
Proper distributions and parameters for a model like this
would make it an invaluable tool for any software project
manager.

5 Conclusions

Three important issues have been discussed: spreading,
detection and costs. Each has been implemented in models,
which has led to a greater understanding of the conse-
quences of software faults. The model of spreading and
detection leads to a greater insight into the problems of soft-
ware faults before the testing phase. The cost model shows
the impact of the spreading and detection of faults on total
cost for fault removal, and it also shows how the fault
removal rate during testing and operation, respectively,
affects the total cost. The time for optimal field entry is an
important spin-off from the cost model.

The general conclusion from the study is that it is pos-
sible to model the behaviour of software faults in order to
understand the behaviour and consequences of it. The
understanding will make it easier to develop cost-effective
systems in the future.

1t can be stated that

e the spreading of faults is a costly fact;

o the total cost is very sensitive to small variations in
some of the parameters; for example, the spreading factor
and the probabilities for detection;

e the time between introduction and detection of faults is
an important factor when calculating the total cost;

e it is possible to estimate a time for optimal field entry
based on spreading, detection and costs.

These conclusions from the proposed models, which are
supported empirically elsewhere [18], lead to a number of
necessary actions that have to be taken in order to cope
with the problems:

e Dbetter methods are needed for early fault removal to
make the time between fault introduction and detection
shorter;

e models and metrics, for keeping track of the number of
remaining faults, are invaluable tools for staying in control
of the failure process; for example, software structure
metrics and software reliability models. Fault content esti-
mations are further discussed in Reference 19;

e better description techniques and methods for trans-
formation of documents from one phase to another are
needed;

e resource allocation during testing ought to be based on
the time for optimal field entry and the predetermined
target date.

Finally these studies highlight the necessity of modelling
the software as well. Models of the software and its behav-
iour will make it possible to stay in control of software pro-
ducts, and they are also invaluable tools in the planning
process. The use of models for software products is a large
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Fig.3 Cost as a function of time for testing

step towards complete cost-effective systems where all
aspects have been considered.
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8 Appendix
Notation

l = number of levels

1 = level of fault introduction

j = level of study

X, ; = the number of defects on level j caused by one
defect on level j — 1 when the fault was intro-
duced on level i In particular, X;,, is the
number of defects on level 7 + 1 caused by the
fault on level ¢

Z,; = the total number of defects on level j when the
fault was made on level i. In particular, Z ; is
equal to one, i.e. the fault itself

A = the total number of faults introduced on level

p and g= probabilities in the distribution for X, ;, ie.
prob(X; ; = k) = pg !

a and b= probabilities in the distribution of A;, ie
prob(A; = k) = ab*

= detection probabilities. p; ; is the probability to
detect a fault introduced on level 7 on level 5

¢ = the detection probabilities are assigned this value

in the presented examples

Di

P, ; = the probability that none of the defects belonging
to a fault introduced on level 7 is detected on level
J

Z' ; = the number of defects remaining to be spread to
the next level

C, = the cost for fault removal before the testing phase

G, = the cost for fault removal during testing; this cost
is time-dependent

C, = the cost for fault removal during operation; this
cost is time-dependent

K; ; = the cost to correct a defect on level j caused by an

error made on level 7. In particular, K| ; is the cost
for the correction of the fault itself

(o = the total cost, before the testing phase, to correct a
fault introduced on level ¢ and the defects which
have occurred due to the error made

R = the remaining fault vector when the test phase is
to start. Its elements are denoted by 7;

I+1 =levell+ 1is the testing phase

1+ 2 =levell + 2 is the operational phase

M,(0) = the total number of remaining faults at the start
of the testing phase

MJ(#) = the remaining number of faults at time ¢

M{t) = the number of detected faults at time ¢

fi+1() = the function according to which the number of
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faults decreases during testing

(o = the cost to test one time unit independent of
whether faults are detected or not

Cy,and G, , = the cost for removing a fault during
testing and operation, respectively

C;.1+1 and G, ., = the extra costs for not finding a fault
introduced on level i until the testing and oper-
ational phase, respectively

t, = the time when the product is released

fi+2() = the function according to which the number of
faults decreases during operation

M,,(t) = the total number of remaining faults at the start
of the operational phase

) = constant used in f,, () and £, ,(#)
G, = variable introduced to simplify the notation (see
eqn. 30)

9 Appendix
Derivation of formulas for the spreading

The definitions in Appendix 8 lead to

Zi,j= s.j~1Xi,j 33)
By introducing the generating functions
P @)=Y PZ =ke 39
k=0
and
Px,-,j(z) = Z RXi,j = ky* 35
k=0
we obtain
Py Rl Z; ;1 =y) = Py, (Y (36)
=
Py @) = Z Py, @PPZ, ;- =) 37
y=0
=>
Pr@=Py, (Px @) j=i+2 (38)
ie.
z j=1
Py &) ={Py, () j=i+1 (39)

Pli.i—l(Px,v,-(Z)) ] = i + 2

By taking the first derivatives of P,, (2) and letting z > 1,
we obtain

ElZ, )= I] EIX,J @)
k=i+1
vizi= % (vica T Aix.
< I £,.7) )
n=k+1
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