Software metrics: fault
content estimation and
software process control

To overcome the prevailing problems of error management, missed deadlines
and overspent budgets, commercial software developers will have to
embrace the concept of ‘measuring’ projects. Bo Lennselius, Claes Wohlin
and Ctirad Vrana* review the developing field of software metrics and present
some preliminary findings

The paper shows how software metrics can be used to plan
and control software projects. Software metrics will be
essential if the software industry is to continue growingand
developing complex systems. The only way to increase
knowledge of the software development and maintenance
processes and the final product is to measure them and
use the measurements in models for estimating their future
behaviour. The emphasis of this paper is on complexity
metrics and reliability models, and especially on their use
for fault content estimation and control of the develop-
ment and maintenance processes. Empirical results and
guidelines of how to use complexity metrics and reliability
models are presented.

software development

complexity metrics  reliability models

Despite a great deal of effort, the software industry still
suffers from problems such as error-prone products,
projects missing their target dates and projects a long way
over budget. It is therefore necessary to make the software
development processes — requirement specification,
design, fault correction during development, corrective
maintenance, enhancement etc. — more effective
throughout the software life cycle. The aim must be to
reduce the total cost of developing software products.
To decrease the life-cycle cost it is necessary to
consider the residual fault content of the product and its
impact on reliability and cost. It is therefore necessary to
estimate the fault content, and especially the number of
faults that affect the operational behaviour of the product.
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The problems of the software industry originate from a
lack of appropriate techniques and methods as well as
poor management, both at the highest levels and at the
project level, with regard to the complex systems to be
developed. A lot of money and effort has been spent
trying to solve these problems. Traditionally, technical
issues such as better languages and tools have been
emphasized; these are necessary for the improvement of
software development and maintenance. It is also most
important, however, to develop and adopt techniques to
improve project management and understanding of the
different software development processes; in this way we
can

® improve planning and control of the project (e.g.
obtain information about expected results)

@ compare different methods objectively and try to
improve them.

DeMarco' states ‘You can’t control, what you can't
measure.” The authors totally agree with this. Metrics and
measurement are essential to achieve meaningful control
over the software process throughout the life cycle.
Consequently, we need a set of different metrics giving
information about the product and how the project is
proceeding. The product is assumed to consist of the
documentation produced throughout the life cycle, and
not just the code. In this paper we use the definition of
software metrics given by DeMarco':

® ‘A metric is a measurable indication of some gquantita-
tive aspect of a system.’

In this context the word ‘system’ refers to either the
product developed or the process of development
throughout the life cycle. This brings us to the following
definitions used by Conte?.
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Table 2. Correlation matrix for project A
Metric INP NOS C(@) MNOS MC(G) % EXE LOC
Faults 0.95 0.88 0.90 0.93 0.92 0.94 0.91 0.87
LOC 0.87 0.93 0.94 0.93 0.93 0.96 0.97 1.00
EXE 0.91 0.90 0.9 0.94 0.93 0.99 1.00 —
Vv 0.94 0.91 0.92 0.94 0.94 1.00 —
MC(G) 0.93 0.93 0.96 0.99 1.00 —
MNOS 093 0.94 0.95 1.00 —
C(@) 0.91 0.99 1.00 —
NOS 0.90 1.00 —
INP 1.00 —
Table 3. Analysis of the nonlinear relation between the number of faults and the complexity measures for project A
z % LOC? INP? MNOS? MC(G)*

r? MRE r? MRE r? MRE r? MRE r? MRE
1.0 0.87 0.31 0.75 0.33 0.89 0.30 0.85 0.57 0.84 0.40
1.5 091 0.26 0.77 0.28 091 0.29 089 0.29 087 0.27
2.0 0.91 0.26 0.76 0.27 0.90 0.29 0.89 0.26 0.85 0.28

r2 is the coefficient of determination

MRE is the mean-magnitude relative error between real and estimated values

projects we want to analyse. Data collection has to be
done very carefully and is very time consuming without
automated tools. Third, we have to identify the metrics
that correlate with the fault content of our product. For
example, we may find that McCabe’s cyclomatic com-
plexity correlates well with the number of faults and that
we do not get significantly improved estimates if we
consider this metric together with metrics which measure
other complexity factors; in this case we choose the
cyclomatic complexity metric for our model. Finally, we
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Figure 3.  Estimated number of faults y = m + aV'* (solid
line) and actual number of faults (marked by crosses); V is
program volume'*
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have to determine the relation between the chosen com-
plexity metric(s) and the number of faults {or amount of
effort), i.e. determine the values of the constants k; and z;.
We now obtain a complexity model.

When a complexity model has been developed, it is
used and evaluated on new projects (products). This
leads us to question whether it is enough fora new project
to measure simply the chosen metric (or metrics) of our
model; the authors believe not. We still have to measure a
set of metrics which consider different aspects of the
complexity. The reason for this is as follows.

® We want to evaluate and improve our model con-
tinually. By using several metrics we have the possi-
bility of identifying changes in our development
environment and altering the complexity model
according to these changes.

By measuring several complexity factors it is possible to
identify modules in the analysed product which differ
from the ‘normal’ structure of a module (a very small
module with a very complicated flow of control, for
example). In other words we can identify anomalous
modules. This information is needed in the estimation
process, to identify irregularities in our estimations, for
example. The information is also needed in the evalua-
tion of the project.

As mentioned above, there are other factors® 7 besides
those already discussed that affect the personnel effort
needed as well as the correctness of the product. Some of
the factors are

® product category (administrative systems, operating

systems, telecommunication switching systems etc.)
and large differences in product size

performance and memory constraints

the skill of the project members and their experience
of the application area
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® time schedule of the project

® amount of reused design documentation and source
code

® changes in the specification or the hardware during
development

® use of configuration control systems and quality
assuranze systems or methods.

When we use complexity models we have to monitor (or
measure) these factors in order to detect large differences
between the project we want to analyse and the projects
from which we have derived the complexity model. We
need to identify those factors which significantly change
the validity of the complexity model. By doing this we can
recalibrate the model (the constants) according to the
changes between the project which we analyse and the
‘typical’ project of our complexity model. The issue of
how to recalibrate complexity models according to
changes in the development environment will be further
studied by the authors.

The method outlined above may seem very ambitious,
but if we want to stay in control we need to understand
the different software development processes and their
impact on the qualities of the product and other
quantities (e.g. personnel effort needed). As well as the
development and use of a complexity model, the
method outlined will build up a ‘corporate memory’ (or
part thereof). If we do not monitor and measure we have
little chance of increasing the efficiency of the software
development processes in a cost-effective way.

RELIABILITY

One of the most important aspects of product quality is
the reliability of the software. Software reliability can be
defined as the probability that the software does what it is
supposed to do throughout a prespecified time. Software
reliability is dependent on the number of faults that are
introduced when developing the program, since software
does not wear out in the way that hardware does. Soft-
ware is often modified, improved and added to through-
out its lifetime, however. The relationship between
reliability and the number of faults is affected by the use
of the product and the location, size and type of faults are
located. As discussed above, software reliability models
can be used to estimate the number of faults, but we have
to be aware of what fault content they estimate during
different phases in the software life cycle.

To obtain a good estimate of the reliability, factors such
as the number of faults remaining and the time between
failures must be determined. By this means we should be
able to predict how failures will occur in the future. An
early estimate of the number of faults can be obtained
through complexity metrics (see above). This estimate
can be used as input to software reliability models, to
obtain better estimates of the reliability factors mentioned
above as the project proceeds. The results from the relia-
bility models are improved through collection of failure
data. This makes it possible to refine the estimates of the
model parameters. By predicting failure occurrences it is
possible, for example, to predict a suitable time to release
the software product and to determine the allocation of
resources, so that a product which meets the quality
constraints can be delivered on the target date.
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Need to compare software reliability models

A realistic prediction of software failure occurrences is
vital if we wish to be able to draw any conclusions from it.
It is therefore necessary that software reliability models
well suited to the situation (i.e. the environment and the
application) are used. A software reliability model is used
to predict the behaviour of the product but, especially
during development, its behaviour is dependent on the
environment and techniques used, e.g. testing strategies.
This means that the models have to be reasonable with
regard to development environment, tools, application,
test environment etc. A thorough investigation, classifica-
tion and comparison of existing models as well as a study
of our own environment is needed to identify possible
models for our products.

A number of software reliability models exist; some
examzples are presented in Jelinski'®, Goel'?, Schneide-
wind??, Littlewood?' and Musa??. But do we really need
this diversity of models?

To answer this question we have to compare models
and study how they relate to each other. First of all we
have to study the models and select those that are best
suited for our environment, techniques and applications
according to the assumptions made by the models.
Having done this we are probably left with either a
number of models or none at all. If we are left with none
we have to take an approach similar to the one described
below (under ‘Environment-adapted models’) and
presented in Wohlin?3, i.e. to develop a model which is
tailored to the environment and the techniques used. Let
us suppose that we still have at least two possible models.

An easy (but time-consuming and expensive) method
is to use multimodelling, i.e. to use all models and then
choose the best one at the end. The criterion for choosing
a model is hard to decide. Should we take the worst case,
or the model which makes the management happy, or
what? Even if a couple of models give the same result, can
we be sure that it is the right result? There is a possibility
that the result is the same because the models are similar
to each other, and this result might not be accurate. The
authors suggest another approach, which we call the pre-
evaluation approach. We wish to stress the need to
compare and evaluate the software reliability models
before we use them in a given environment and organiza-
tion?* 25, Our suggestion is that, instead of spending
money buying expensive program packages for various
models and then running them, effort should be put into
investigation and classification. Having understood the
models, tools can be selected for some of these models
which are best suited to the individual application. Some
classifications already exist, but they are mostly concerned
with classifying the models according to the approach
taken in developing them. This information is of little
interest to the user of the models. The user is, in most
cases, not especially interested in the mathematical
background but rather in the usefulness of the results.

We have to compare the information we get from the
models. If one model gives us all the information we
need, why use the others? A thorough study of the
available models, the information obtained from them
and its accuracy has to be conducted. We have to
catalogue the models and find out where they overlap.
Once this is done we can use the results as guidelines on
which model(s) to choose depending on the environ-
ment, applications and information needed. The model
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has first of all to be realistic with respect to the product’s
behaviour, which is highly influenced by the environment
both during development and operation. The behaviour
of the product is influenced by, for example, the testing
strategies during development and the use of the product
during operation. When the model is considered to be
realistic and applicable, then the next step is to consider
anotherimportant aspect when comparing models — the
accuracy of estimates obtained from the models®®.

Itis no use applying a more sophisticated model than is
necessary. If we need a lot of information, then we can
use more than one model, but we have to be sure that the
models complement each other, otherwise effort will
simply be wasted. It is the authors’ conviction that an
extensive investigation of all available software reliability
models must be carried out.

Classification of software reliability models based
on the failure process studied

The best classification of software reliability models from
the user’s point of view would be based on the applica-
tion area and information obtained from the models. The
classification based on the failure process studied,
however, is important because the models must be
compared based on the failure process studied. According
to Goel?, the software reliability models can be placed in
four classes. Goel defines the classes as follows.

Times between failures’ models. The general approach for
this class of models is to assume that the time between
failure number (i — 1) and failure number (i) follow a
probability distribution, whose parameters depend on
the number of faults remaining. One of the first and most
commonly used models is the Jelinski-Moranda de-
eutrophication model'®,

‘Failure count’ models. This class of models assumes that
the number of detected failures in an interval follows a
stochastic process with a time-dependent discrete or
continuous failure rate. A well known model from this
class is the Goel-Okumoto nonhomogeneous Poisson
process model'®.

‘Fault seeding’ models. In this class we ‘seed’ a known
number of faults into our product; when testing the
product we find both seeded and unseeded faults. If we
look at the proportion of seeded faults found compared
to the number of unseeded faults found, we can estimate
the total number of faults in the software product. The
estimate is used to assess software reliability. The most
widely spread model of this class is probably Mills’
seeding model®.

‘Input domain based’” models. The basic approach in this
class is to generate a set of test cases from a distribution.
The distribution should be chosen so that it is represen-
tative of the operation of the software product. Models
in this class estimate the reliability from the outcome of
the test cases. A model in this class is presented in
Nelson??,

Most models so far developed fall into the first two of

these classes; the authors feel that this is no coincidence.
These two classes are time dependent, which gives us an
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opportunity to estimate the forthcoming software failure
occurrences. The latter two classes only give a stationary
value, e.g. the number of faults in the software product or
the reliability, but we obtain no information on how that
number will decrease. The different classes of models will
be suitable at different times during the project and for
different applications, but this problem is not considered
here.

The possibilities for comparing models within the
classes are many, but the main problem is how to
compare models when they study different failure
processes. To compare models from different classes
some common parameters have to be found; this is
especially important for the two time-dependent classes,
i.e. the first two listed above. It is well known from proba-
bility theory and queueing theory®® that there is a relation-
ship between the distribution of times between two
consecutive events and the distribution of numbers of
events in an interval. Thus, if this relationship could be
used to compare one model from the ‘times between
failures’ and one from the ‘failure count’ class, then it
would be possible to use these two models as reference
models for their classes. The reference models would
work as a bridge between the classes, i.e. by comparing all
models within a class with the reference model in that
class, the models will be compared with the models from
the other classes too. This bridge can be constructed
between the time-dependent classes by comparing two
frequently referenced models.

Comparison of two models

The two models which will be compared are only briefly
described here. For more information on them, see
Jelinski'®, Goel'® and Goel?.

Jelinski-Moranda de-eutrophication model (J-M model).
This is one of the first models and probably one of the
most commonly used for assessing software reliability.
The model assumes that the time between failures
follows an exponential distribution with a failure rate that
is proportional to the number of remaining faults. By
applying the maximum likelihood method, when we have
observed a number of times between failures, we can
estimate the initial fault content and the proportionality
factor.

Goel-Okumoto nonhomogeneous Poisson process
model (G-O model). This model was proposed after a
study of actual failure data from many systems. Using
various assumptions it was concluded that the number of
faults detected by time t follows a Poissonian distribution
with a time-dependent mean value

m(t) = N[1 — exp(—zt)] (4)

where N is the expected number of faults to be detected
and z is the proportionality factor.

The two models above study two different failure pro-
cesses. The J-M model is derived from the times between
occurrences and the G-O model is developed from the
number of occurrences in a given time interval. The
relationship between the times between occurrences and
the number of events in an interval is used to compare the
two models presented above. The relationship can be
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